Advanced Tracing Features
In Eclipse

Tracing Mini-Summit

LinuxCon 2010
2010-08-09


mailto:francois.chouinard@ericsson.commarc.khouzam@ericsson.com
mailto:francois.chouinard@ericsson.commarc.khouzam@ericsson.com

Overview

» Eclipse Tracing Framework/LTTng
—Introduction
—LTTng Eclipse Integration
—Perspective and Views
—Upcoming Features

» Eclipse GDB Tracepoints
—Dynamic Tracepoints
—Data Visualization
— Static Tracepoints
—Planned Features
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LTTng — Introduction

> Making use of LTTng with LTTv

> Integration of different tools in Eclipse

» Focus on the new LTTng integration in Eclipse
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LTTng Eclipse Integration
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LTTng Eclipse Architecture
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_TTng Perspective

File Edit Navigate Search Project Run Window Help

| e | o | o~ | © ng
%= Project 22 - 02 Controq = El] St Control Flow &2 B R e % E g ¥ =g
< = MyFirstproject || sendmail 116867 16867 16857, 0 | 13589 | 763749454 Tracel-15316 [~]
< & Experiments [10] ping | 16885 16885 16865, 0 13589 | 763752479; Tracel-15316
b = Freescale [1] Ittetl | 16887 16887 30068 0 13589 | 763755140 Tracel-15316 [ N [P
b G MyExp_70MB [1] UNNAMED | 16888 0 ‘0 0 | 000000000; Trace1-15316 ]
b = MyExp_9MB [1] Ited 16889 1688 0 13589 763758054; Tracel-15316 I[IE:
Ittd 16890 16889 16889 0 13589 781038220 Tracel-15316 I
B Trace1-15316 fusrflocal/bin/lttctl : 16891 16891 30068. 0 13589 873239052 Tracel-15316 g
b (= MyExperiment2 [1] udevd i 18054 1805 in 13589 7A369A784 Trace1-15316 I E
b = MyExperiment3 [1] = Resources &1 B R e & & g B v=0
b (& MyExperimentd [1] Time scale: 13589:760 13589:765 13589:770 13589:775 13589:780 13589:785 13589:790 |
P = MySecondExperiment2 [2] L
i ) Bl Process Group [Tracel-15316]
b & MyThirdExperimentl [3] cPU O WL L = o= () "
P = SmallExperiment [1] IRQ 1
= = Traces [8] IRQ 239 0 [0 ]
% 2010y05m28d SOFT_IRQ 1 ¢ | N |
W freescale trace 282::?8 g 1
B trace_7OMB TRAP 14 : ==
B trace_9MB - v
[T B < I D)
5 Statistics 2 . B Pmperties] = El] = Events - MyExperimentl 5% =0
Level ~ | Number of E|\ || Timestamp Source Type Reference Content 4
- H Tracel-15316 15316 13589.780940723; Kemel Core | kernel/0/page_fault_entry Tracel-15316 | write_access:0,address:0xb75961ac,ip:0xb770ebe0,trap_id:14
~ [= CPUs 13589.780949662: Kemnel Core : kemel/0/page_fault_exit Tracel-15316 : res:512
b [&l0 15316 13589.780959249; Kemel Core | kernel/0/page_fault_entry Tracel-15316 | write_access:0,address:0xb765b220,ip:0xb765b220,trap_id:14
v = Event Types 13589.780966470; Kermnel Core | kemnel/0/page_fault_exit Tracel-15316  res:512
(= fd_state/offile [ 1165 13589.780974235; Kemel Core | kernel/0/syscall_entry Tracel-15316 | syscall_id:120,ip:0xb765b268
fs/0jclose 14 13589.781038220 Kemel Core kemel/0/process_fork Tracel-15316  child_pid:16890,child_tgid:16889,parent_pid:16889
[ fs/0/exec 1 13589.781073500: Kernel Core | kemnel/O/sched_wakeup_new_task: Tracel-15316 | cpu_id:0,state:0,pid:16890
fs/0fioctl 17 13589.781342500: Kemel Core | kemel/0/syscall_exit Tracel-15316 | ret:16890
[ fs/ofllseek 8 13589.781482826! Kemel Core | kemnel/0/page_fault_entry Tracel-15316 | write_access:0,address:0xb76df630,ip:0xb76df630,trap_id: 14
fs/0fopen 10 | 12580 7R1490A635! Kameal Core | kemel/Ninana fault avit Traral-15316 rec-517% b
(& fs/0fpolifd | 295 Il Histogram 32 .1 Time Framew B thlems} =
[ fs/ofread 118 =
5/0/select [603 -Current Event Time, (sec)—— -Window Timerange, (sec)}—— -Cursor Centered on, (sec)——
= fs/0pwrite 15 [13589.781038220 ]H [0.070361978 || [13589.7597806489 ]‘“ m “ m ‘ .
[ fs/opwritev 27 ' ' B 13580.759412128 : e ot 13580.794954470

global_state/0, 1
input/0/input_e 4
A [] ||13589.759412128 13589.907059242

a
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LTTng — Project View

%5 Project 53 =0 .
- @ MyRrproject y » Projects are used to group

= = Experiments [10]

B &= Freescale [1] traCes that yOU WiSh tO
b = MyExp TOMB [1] Correlate

b = MyExp 9MB[1]

By Tracel-15316
P (= MyExperiment2 [1] E . o
> & MyExperiment3 1] » Experiments are specific
B (= MyExperimentd [1]

I (= MySecondExperiment2 [2] COI’fElatlonS bEtween

b = MyThirdExperimentl [3]

B e e ] selected trace files

= (= Traces [8]
B 2010y05m28d
W freescale_trace

& trace_70MB » Traces are all trace files

W trace_SMB [~]

) currently included in the
project
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LTTng — Events View

i= Events - MyExperimentl &2 =0
Timestamp Source Type Reference Content (]
13589.780940723! Kemnel Core | kernel/0/page_fault_entry Tracel-15316 | write_access:0,address:0xb75961ac,ip:0xb770ebe0 trap_id:14

13589.780949662: Kernel Core | kernel/0/page_fault_exit Tracel-15316 | res:512 ]
13589.780959249: Kernel Core | kernel/0/page_fault_entry Tracel-15316 | write_access:0,address:0xb765b220,ip:0xb765b220,trap_id:14

13589.780966470: Kernel Core | kernel/0/page_fault_exit Tracel-15316 | res:512

13589.780974235: Kemnel Core : kemnel/0/syscall_entry Tracel-15316 | syscall_id:120,ip:0xb765b268

13589.781038220 Kemnel Core kemnel/0/process_fork Tracel-15316  child_pid:16890,child_tgid:16889,parent_pid:16889

13589.781073500; Kermnel Core } kernel/0/sched_wakeup_new_task: Tracel-15316 | cpu_id:0,state:0,pid:16890

13589.781342500: Kernel Core : kernel/0/syscall_exit Tracel-15316 | ret:16890

13589.781482826; Kernel Core | kemnel/0/page_fault_entry Tracel-15316 | write_access:0,address:0xb76df630,ip:0xb76df630,trap_id:14

13589.781499635; Kernel Core | kernel/0/page_fault_exit Tracel-15316 | res:512

13589.781513465: Kernel Core : kernel/0/syscall_entry Tracel-15316 | syscall_id:240,ip:0xb7705416

13589.781552921: Kernel Core : kernel/0/sched_schedule Tracel-15316  prev_pid:16889,next pid:16888,prev_state:1

13589.781772737: Kernel Core i kernel/0/sched_schedule Tracel-15316 | prev_pid:16888,next_pid:16887,prev_state:64

13589.781953709: Kernel Core : mm/0/page_free Tracel-15316 : order:1,pfn:79400

13589.782017603: Kernel Core i fd_state/0ffile_descriptor Tracel-15316 | fd:0,filename:/dev/null,pid:1883
' 13589 782022532 Kemel Core : fd state/0ffile descrintor Tacel-15316 fd-1 file - id- 3 [~

> 'Raw' merged events in chronological order
» Synchronized on timestamp with other views

» Upcoming feature:
—Event filtering on time range, event type, field value (e.g. pid), ...
—Individual trace tabs
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LTTng — Histogram View

[l Histogram &2 i3 Time Framew o Problems} =0

43
-Current Event Time, (sec)— Window Timerange, (5ec}— -Cursor Centered on, (sec)—
l13589 781038220 ] [[} 070361978 l13589 795634340 ‘ T || T
Ll

13589. ?60529535 13589.830844952

13589.759412128 13589.907059242

» Event distribution over full traceset and selected window
» Controls to modify current event and event window
» Synchronized on current window and current event

» Upcoming feature:
—Zooming the selected window using the mouse
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LTTng — Control Flow View

£b Control Flow B wm e & & g |& ¥ =0
sendmail 16367§ 16867, 16857: 0 | 13589 | 763749454 Tracel-15316 -
ping 16885 16885 16865 0 13589 | 763752479 Tracel-15316

Ittt 1aaa7§ 16887; 30068 0 : 13589 : 763755140 Tracel-15316 | 1 [ §] ]
UNNAMED 16888, 0 0 0 0 000000000; Trace1-15316 -]
Ittd 16339§ 16889 1 0 13589 | 763758054 Tracel-15316 I
Ittd 16890 16889 16889 0 13589 781038220 Tracel-15316 _
udevd 18054 18054 1 0 13589 763696784 Tracel-15316

Process Name Ittd

exim4 21983 21983 1 0 113589 | 763699790 Tracel-15316 Class Name I
icedove-bin 23348 2332 12327 (0 13589 763535631 Tracel-15316 State WAIT FORK I
icedove-bin 24301 2332 12327 (0 13589 | 763538501 Tracel-15316 Process Type 5 TR I
sshd 24399 24399 1 0 13589 | 763702661 Tracel-15316 R e 1
acpid 24464 24464 1 0 113589 | 763705643 Tracel-15316 Stop Time 13589785.371.654 1
hald 24616; 24616: 1 0 13589 : 763708612 Tracel-15316 S 0:004.333.434 I i
hald-runner 24617 24617; 24616 0 | 13589 | 763711747 Tracel-15316 I
hald-addnn-ctnr 24RRAE J7ARRRA: JARTT: N 13580 TRATIARIAT: Traral-1521 A b’

v

Displays processes states (color-coded) over time

v

State 'tooltips‘ through hovering
» Zooming and filtering

v

Quick navigation between processes, states

v

Upcoming features :
— Color legend
— Configurable color scheme
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_TThg — Resources View

% Resources 33 e w®eeea YO

Time scale: 13589:765 13589:770 13589:775 1:5:589:780 13589:785 13589:790 13589:795 13589:800 13589:805 13589:810 13589:815 13589:820 13589:825

B Process Group [Trace1-15316]
CPU 0 W | B D SO X i

IRQ1 Process Name CPU O
Class Name
I
State busy
Start Time 13589:780.949.662

IRQ 239
SOFT IRQ 1

| Stop Time 13589:781.482.826
Duration 0:000.533.164

SOFT_IRQ 6
gy )

SOFT_IRQ9
TRAP 14

» Displays system resource states (color-coded) over time
» State 'tooltips'

» Zooming and filtering

> Quick navigation between resources, states

> Upcoming features :
—Color legend
—Configurable color scheme
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LTTng — Statistics View

£ Statistics 2 =B
Level ~ Number of Events = CPU Time Cumulative CPU Time | Elapsed Time
~ K Tracel-15316 0.060617118 0.876353906 0.762141301
- = CPUs
P 0 15316 0.060617118 8.497766916 0.762141301
b = Event Types
- = Modes
P IRQ 99 0.003638321 0.008165658 0.004082829
b [ MODE_UNKNOWN | 12432 0 0 0
P SOFTIRQ 89 0.001467848 0.00309494 0.00154747
P SYSCALL 1890 0.030586202 1.595780335 0.748304729
> TRAP [ 319 0.006543252 0.031454274 0.008206273
b [F USER_MODE 'a87 0.018381495 0 0 .

» Displays basic CPU usage statistics

» Upcoming feature:
—Make the view generic (decoupled from the kernel events structure)
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LTTng — Upcoming Features

» General
—Tracing tool control
—Trace streaming
—Correlation of heterogeneous traces
—User Space Tracing
—GDB Tracepoints
—Source lookup
—Performance tuning

» Analyses
—Time correction (traces synchronization)
Multi-core, multi-level, multi-node
—Timing dependencies (processes interactions e.g. startup time)
—Pattern matching (security e.g. intrusion detection)
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LTTng — Pointers

LTTng Eclipse Project ( )
LTTng Eclipse Wiki ( )

Linux Tools ( )

U pd ate Site (http://download.ecIipse.org/technoIogy/Iinuxtools/update)

LTTng Project ( )
Tracing Wiki ( )
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http://www.eclipse.org/linuxtools/projectPages/lttng
http://wiki.eclipse.org/Linux_Tools_Project/LTTng
http://www.eclipse.org/linuxtools/index.php
http://lttng.org/
http://lttng.org/tracingwiki/index.php/TracingBook

Dynamic Tracing

» What if existing traces don’t give info needed?
> What about systems that are not instrumented?

»GDB’s Dynamic Tracepoints
» Integration within Eclipse
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Eclipse Tracepoints

Creation of tracepoint as is done as for breakpoints
Enable/Disable
Dynamic condition

Specification of data to be gathered using symbolic
expressions and memory addresses (actions)

Pass count

Trace-state variables can be used in conditions and
actions
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Eclipse Tracepoints Selection

» Tracepoints treated as breakpoints

C =i
13 storeX(x); =
14 storeY(y);

15 return first() - second(};

16 }

17 Margin context-menu

18 int multiply(int x, int y) {

&

Toggle Breakpoint
Disable Breakpoint
Breakpoint Properties...
Breakpo g C/C+ ints

Go to Annotation Cirl+1 {M‘D
Add Bookmark...
Add Task... counter =1; counter--) {
= . . counter);
~ Show Quick Diff sShift+Ctri+0Q
Show Annotation
+ Show Line Numbers
Folding »
Preferences...
SUPTIVATE: -
e | armm el mdhmma i S mide aah T
4| | >|
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Eclipse Tracepoints Display

» Tracepoints
» Tracepoints with actions

[ Tracing.cpp £ = B 9% Breakpoints &3 T EEE A
13 storeX(x); - 4] « [nome/imckhou/runtime fTracing/src/Tracing.cpp [line: 27]
= Stmﬂﬂ : ki . « [home/imckhou/runtime Mracing/src/Tracing.cpp [line: 64]
15 return first() - second(); —
16 1 ome{lmckhou,!mntimef’l'racingjsrcﬂracing.cpp [line: 7]

17 . . . .

8 int multiply(int x, int y) { [ # /home/lmckhou/runtime fMracing/src/Tracing.cpp [line: 19]
@3 storeX(x); £, /home/Imckhou/runtime fMracing/src/Tracing.cpp [line: 29]
f storeY(y); . g s -

51 retivh Tirst() ¥ secand(i: ;mome,’lmckhnujmntlmerrraungfsrq’rramng.cpp[Ilne. 30]
22 /home/Imckhou/runtime fracing/src/Mracing.cpp [line: 32]
;3 } e gt g.cpp o
24 int factorial(int y) {
25 storeY(y);
26 =

27 int total = 1;
28 for (int counter = first(); counter >1; counter--) {

219 total = multiply(total, counter);

2o totals+;
1 }

Bh2
33 return total;

34 }
35
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Eclipse Tracepoints Disassembly

» Disassembly view support for Tracepoints
> Tracepoint with condition

o

== Disassembly EE\\H Enter location here  w || &) &~ =8

B8048671: mov 0x8(%ebp),%eax =]
686048674 : mov S%eax, (%esp)
088048677 : call 0x80486d6 < ZNlBoperationséstoreYEi=

a7 int total = 1;
¥ BBE4867cC: movl $60x1,-0xc(%ebp)
28 for (int counter = first(); counter =1; co

08048683 ; mov O@x8(%ebp),%eax
PBR48686 mov %eax, (kesp)
08048689 call 0xBo486e4 < ZNlBoperations5TirstEv>
B804868e: mov S%eax, -0x16(%ebp)
B48691: jmp 8x80486b7 < ZNl@operations9factorialEi+83>
h&iz total = multiply(total, counter);
8048693 : mov -0x18(%ebp) ,%eax
08048696 : mov %eax,0x8(%esp)
p804869a; mov -@xc(%ebp),%eax
B804869d : mov %eax,0x4(%esp)
080486a1: mov Ox8(%ebp),%eax
080486a4: mov %eax, (%esp)
080486a7: call 0x8048618 < ZNlBoperations8multiplyEii>
AS0486ac: mov %eax, -0xc(%ebp)
t%-: total++;
dap486at : addl $8x1,-0xc(%ebp)
28 for (int counter = first(): counter =1; co
B80486b3 : subl %$0x1,-8x16(%ebp) E

M A LT MR P T | - fn L%

[2] | ]
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Eclispe Tracepoints Properties

ERICSSON

» Tracepoints properties

— Location

— Enablement
— Condition

— Pass count

i Properties for x|

Itype filter text Common Gar waT ow
Actions Class: C/C++ line tracepoint

w File: fhome/imckhoufruntimefMracing/src/Tracing.cpp
Line number: |30
Enabled
Condition: total < 25|
Pass count: 10

@ Cancel oK
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Eclipse Tracepoints Actions

Properties for i

It}rpe filter text

Common

Actions

Actions for this tracepoint:

Name Type Summary
collect total Collect Action collect total

Remowve | Upl Down |

Available actions:

Name Type Summary
collect total Collect Action collect total

collect counter | Collect Action collect counter,$reg

Untitled Evaluate Evaluate Action eval $count=%count+1

Attach | New... | Edit... | Delete

Restore Defaults | Apply |

©

Cancel | oK |
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Eclipse Tracepoints Actions

» Tracepoints action types
—Collect
—Evaluate
—While-Stepping
Collect
Evaluate

[ New Tracepoint Action X

Action name: |My New Collect Action

Action type: | Collect Action
Evaluate Action
While-Stepping Action

Data to colleq

Cancel oK
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Eclipse Tracepoints Variables

h,

(@ Trace Control E@.-M'x = EI]

S@R S 8 p 7
Last updated at: 14:26:03 S Trace Variable Details X

Tf“‘!‘g with live executio Initial Value Current Value
Looking at trace frame 3,| e L e e |
$trace_timestamp

Tracing is currently not ag $tracePointCounter D
Buffer contains 18 trace f : :
Currently using 2732 bytg
Tracing stopped because

Trace variables can be used in
tracepoint conditions or actions

Refresh |

Name:

Value: |0

Create |

Close
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Eclipse Tracepoints Control

> Trace Control View
—Refreshing info
—Trace Variables
— Start/Stop Tracing
—Navigate during Visualization
—Stop Visualization

€ Trace Control Eié\\\_ & |4 |ﬂ’£‘ @ |¥ =0
Last updated at: 14:24:36 REffgﬁ Start/Stop
Tracing with live execution op/Navigate Tracing

Mot currently locking at any trace frame A#isualizing
Tracing is currently not active TEpen: Turiaklan
Buffer contains 18 trace frames
Currently using 2732 bytes out of 5242880
Tracing stopped because of user request
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Eclipse Tracepoints Control

=

m |23 g B |1 E YO

= [t ]| Remote Tracing [C/C++ Application]
Stack frames

= 5 Tracing
= Thread [1] (Suspended : Breakpoint)

L m_ﬂ i nl} at mDmeﬂ mck hritnmtirma_CelincaTanMacinalcre Mrocinn ﬂpp:E

context-menu

| Copy Stack Ctr+C
Dﬂ il Find... Ctri+F
e Tracing —
=z, Drop To Frame
- Step Into F5
A bl
! = Step Over F6 —I
[£ Tracing.cpp 2 ™~ .i% Step Retumn F7
56 return mStorage|| 5 Start Tracing
51 } @ Stop Tracing
52
53 int mStorage[2]; Instruction Stepping Mode
54 %; Use Step Filters
55
56 int main() { #& Connect...
57 operations op; %+ Resume Without Signal
58 printf("12 + 3 = %d\ k= Resume Es
59 printf("7 - 4 = %d\n -
60  printf("9 = 2 = %d\n| - 2Uspend
61 Terminate Ctrl+F2
62 printf("5! = %d\n", | % Terminate and Relaunch
23 " 4 « Restart
return 8; e
653 &F Disconnect

© Ericsson | LinuxCon Tracing Mini-Summit 2010
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Eclipse Trace Data

» Resulting trace data
—can be stored to file
—can be visualized in Eclipse immediately or in the future

@ Trace Control 22 22 B o@ e YT =)
Last updated at: 14:26:03 | save Trace Data

Tracing with live execution
Looking at trace frame 3, tracepoint 4

Tracing is currently not active

Buffer contains 18 trace frames

Currently using 2732 bytes out of 5242880
Tracing stopped because of user request

© Ericsson | LinuxCon Tracing Mini-Summit 2010



Eclipse Trace Data Visualization

> Navigation through data records using GDB
» Each data record is a snapshot of debug information

» Records can be examined using standard debugger views
—As if debugger was attached at a specific point in time
—Only collected information can be shown
—Highlighting of the tracepoint of interest

> All collected data of a record can also be dumped as plain
text

> Trace data can be saved to file
» Saved trace data can be examined offline




Eclispe Trace Data Visualization

ERICSSON

= operations:factorial() at /home/imckhou/nintime-

%5 Debug E@\_ = O |- Variables 52 it Registers] =i Modules = ot O [ il
Lowop oy #Alm o e B 3 7| Name Type |\,,a|ue
= [£] Remote Tracing [C/C++ Application] b » this operations * const | [Collected values shown|
= 1 Tracing 9= counter int : /
= o Thread [1] (Suspended : Tracepoint 4, Record 5) )= total int 10

© Ericsson | LinuxCon Tracing Mini-Summit 2010

T X k& @ofE
o Tracing [+ & momeﬂmckhoufmntlme EclipseCon/Tracing/src/Tracing.cpp [line: 27] =t
[+] «@ /home/imckhou/runtime-EclipseCon/Tracing/src/Tracing.cpp [line: 64]
£ /home/imckhou/runtime-EclipseCon/Tracing/src/Tracing.cpp [line: 7]
Tracepoint for this & /homefimckhoujruntime-EclipseCon/Tracing/src/Tracing.cpp [line: 19]
trace is selected ] # fhomefimckhou/runtime-EclipseCon/Tracing/src/Tracing.cpp [line:
| | | ¥ jhome/imckhou/runtime-EclipseCon/Tracing/src/Tracing.cpp [line: 30] [conditi -
[£ Tracing.cpp &2 = O || 23 Trace Control 3 e 2 b @ # @ e ae ¥ =0
20 storeY(y); <] || Last updated at: 15:05:51
21 return first(} * second(); stop visualizati_]cn | change trace
22 ]. . i = "
23 , LY Looking at trace frame 5, tracepoint 4
4 int factorialiint y) {
5 storeY(y); Tracing is currently not active
6 i Buffer contains 20 trace frames
7 int total = ; Currently using 2744 bytes out of 5242880
8 for (int counter = first(); counter =1; co Tracing stopped because of user request
9 total = multiply(total, counter);
4] total++;
1 1
2 :
3 return total; Line where . trace was
4 } collected is shown
35




Eclipse Static Tracepoints

> Next phase of development

» Using GDB and UST

» Handled like Dynamic Tracepoints, except for
—creation
—display list
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Eclipse Static Tracepoints

» Creation of tracepoint done by designer before compilation

» As for Dynamic tracepoints:

» Enable/Disable tracepoints dynamically

» Dynamic condition

» Can additionally have dynamic tracing specified (actions)
» Pass count

» Trace-state variables

© Ericsson | LinuxCon Tracing Mini-Summit 2010



Planned Tracepoint Features

» Support for Observer mode

» Support for Fast Tracepoints
—EXxplicit or implicit support?

» Support for Global Actions (affecting all tracepoints)



Planned Tracepoint Features

» Disabling tracepoints during Tracing

» Tracepoints Enhanced Visualization:
—Currently the user must have an idea of what has been collected
—Goal is to directly and only show what has been collected

» Fast Tracepoints on 3-byte instruction
— Currently fast tracepoints are 5-byte jumps insert in the code
—New 3-byte jump to a nearby location to the 5-byte jump



Questions?




ERICSSON

ERICSSON
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