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Dynamic Userspace Tracing 
Tracing Summit 2016 

(***) For details about the x86 implementation, you can refer to the previous previous version of this presentation 

file:///C:/Users/ftetreau/Downloads/LTTng_TrcCode v 0.2 (3).pptx
file:///C:/Users/ftetreau/Downloads/LTTng_TrcCode v 0.2 (3).pptx
file:///C:/Users/ftetreau/Downloads/LTTng_TrcCode v 0.2 (3).pptx
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Overview 

TraceCompass Flame Graph View

Flame Graph 

http://archive.eclipse.org/tracecompass/doc/stable/org.eclipse.tracecompass.doc.user/LTTng-UST-Analyses.html#Flame_Graph_View
http://archive.eclipse.org/tracecompass/doc/stable/org.eclipse.tracecompass.doc.user/LTTng-UST-Analyses.html#Flame_Graph_View
http://archive.eclipse.org/tracecompass/doc/stable/org.eclipse.tracecompass.doc.user/LTTng-UST-Analyses.html#Flame_Graph_View
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Overview 

Function A 

Entry 

Exit 

Tracing Entry 

Tracing Exit 

trace 

 

return Return to caller 

Func call or 

Int Exception 

Func call or 

Int Exception 

trace 

return 

Tracing by modifying function entry and exit 
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Overview 

Function A 

Entry 

return 

Tracing Branches 

Tracing Returns 

trace 

 

return Return to caller 

Func call or 

Int Exception 

Func call or 

Int Exception 

trace 

return 

Caller 

branch to A 

return 

Tracing by modifying branch and return instructions 
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Static Tracing Technique used on 

Linux with LTTng 

Tracing Summit 2016 
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Static Tracing Technique used on Linux with LTTng 

void __cyg_profile_func_enter (void *this_fn, void *call_site); 

 

void __cyg_profile_func_exit  (void *this_fn, void *call_site); 
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Static Tracing Technique used on Linux with LTTng 
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Static Tracing Technique used on Linux with LTTng  

 Static Function Instrumentation Flow 

LD_PRELOAD Library 
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Static Tracing Technique used on Linux with LTTng 

[18:47:20.956030535] (+?.?????????) (none) lttng_ust_cyg_profile:func_entry: { cpu_id = 0 }, { vtid = 

3586, procname = "bbb_Upgrade" }, { addr = 0x…, call_site = 0x… } 

 

[18:47:20.956104596] (+0.000074061) (none) lttng_ust_cyg_profile:func_entry: { cpu_id = 0 }, { vtid = 

3586, procname = "bbb_Upgrade" }, { addr = 0x…, call_site = 0x… } 

 

[18:47:20.956124114] (+0.000019518) (none) lttng_ust_cyg_profile:func_exit: { cpu_id = 0 }, { vtid = 

3586, procname = "bbb_Upgrade" }, { addr = 0x…, call_site = 0x… } 

 

[18:47:20.956130907] (+0.000006793) (none) lttng_ust_cyg_profile:func_entry: { cpu_id = 0 }, { vtid = 

3586, procname = "bbb_Upgrade" }, { addr = 0x…, call_site = 0x… } 
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Static Tracing Technique used on Linux with LTTng 
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Dynamic Tracing techniques used 

on Linux with LTTng 

Tracing Summit 2016 
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Dynamic Tracing technique on Linux 
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Process Under Tracing 

Dynamic Tracing technique on Linux 

Process 

th
re

a
d

 

th
re

a
d

 

th
re

a
d

 

Process binary file 

Process Code in 

text segment 

Tracing Utility Process 

Process 

 
bash shell > 

 

Custom Utility for 

Dynamic Tracing  
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Dynamic Tracing technique used 

on Linux with LTTng 
1st approach based on ptrace, mmap, and 

dynamically modified code 

Tracing Summit 2016 
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Prologue – Setup exit 

function parameters  

r3 (ret value of A ) r4 (A addr) 

“C” Exit Routine 

Exit Tracepoint 

if(tracing) 

if(disable tracing) 

Prologue – Create Stack 

Frame and Save Volatile 

Registers 

“C” Entry Routine 

Epilogue – Restore Volatile 

Registers and Pop Stack 

Entry Tracepoint 

if(tracing) 

Dynamic Tracing technique on Linux with ptrace  

 Dynamic Function Instrumentation Flow 

Function A 

cyg_profile_func_enter 

liblttng-ust-cyg-profile.so 

lttng_stop_tracing 

(conditional) 

liblttng-ctl.so 

First Instruction 

blr 

Return to the next 

instruction following the 

call to Function A 

lttng_start_tracing 

(conditional) 

liblttng-ctl.so 

cyg_profile_func_exit 

liblttng-ust-cyg-profile.so 

if(enable tracing) 
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Dynamic Tracing technique on Linux with ptrace  

 Dynamic Function Instrumentation Flow 
1 - Load Dynamic Libraries 

lttng_start_tracing 

(conditional) 

liblttng-ctl.so 

cyg_profile_func_enter 

liblttng-ust-cyg-profile.so 

cyg_profile_func_exit 

lttng_stop_tracing 

(conditional) 

liblttng-ctl.so 

liblttng-ust-cyg-profile.so 

Function A 

3 - Enabling Instrumentation 

First Instruction 

blr 

Return to the next 

instruction following the 

call to Function A 

2 - Tracepoint code production 

Prologue – Create Stack 

Frame and Save Volatile 

Registers 

“C” Entry Routine 

Epilogue – Restore Volatile 

Registers and Pop Stack 

Entry Tracepoint 

if(enable tracing) 

if(tracing) 

Prologue – Setup exit 

function parameters  

r3 (ret value of A ) r4 (A addr) 

“C” Exit Routine 

Exit Tracepoint 

if(tracing) 

if(disable tracing) 



Copyright © Ciena Corporation 2016. All rights reserved. 18 

Dynamic Tracing technique on Linux with ptrace  

 Technology needed in stages 1 to 3 

This is accomplished using ptrace. 
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Dynamic Tracing technique on Linux with ptrace 

 ptrace (used in all 3 stages) 

•

     #include <sys/ptrace.h> 

 

     long ptrace(enum __ptrace_request request, pid_t pid, void *addr, void *data); 

Request Description 

PEEKUSR, POKEUSR Read/Write process data. 

PEEKDATA , POKEDATA  Read/Write process memory. 

ATTACH/DETACH Attach to process, making the calling process the trace parent.  This call will send 

a SIGSTOP to the process.  

PTRACE_SINGLESTEP Continues process until exit from system call, or after execution of single 

instruction.   

PTRACE_CONT Restarts stopped child process  
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Dynamic Tracing technique on Linux with ptrace 

 Inter-process Procedure Call using ptrace (used in all 3 stages) 

high addr 

low addr 

SP 

Saved LR 

Back Chain 

Thread Stack 

stack grow 

direction 

Back Chain = 0 

Saved LR 

PC 

text 

instruction 

instruction 

instruction 

instruction 

instruction 

… 
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Dynamic Tracing technique on Linux with ptrace 

 Inter-process Procedure Call using ptrace (used in all 3 stages) 

high addr 

low addr 

SP 

Saved LR 

Back Chain 

Thread Stack 

stack grow 

direction 

Back Chain = 0 

Saved LR 

PC 

text 

instruction 

instruction 

instruction 

instruction 

instruction 

… 
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Dynamic Tracing technique on Linux with ptrace 

 Inter-process Procedure Call using ptrace (used in all 3 stages) 

Saved LR 

Back Chain 

Thread Stack 

high addr 

low addr 

stack grow 

direction 

Back Chain = 0 

SP 

Saved LR 

text 

instruction 

instruction 

instruction 

instruction 

instruction 

Saved  Reg (heap) 

PC 

LR 

CR 

SP 

GPR0 – GPR31 

PC when 

attaching 

to thread  

… 
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Dynamic Tracing technique on Linux with ptrace 

 Inter-process Procedure Call using ptrace (used in all 3 stages) 

Saved LR 

Back Chain 

Thread Stack 

high addr 

low addr 

stack grow 

direction 

Back Chain = 0 

SP 

Saved LR 

text 

instruction 

instruction 

instruction 

instruction 

instruction 

Saved  Reg (heap) 

PC 

LR 

CR 

SP 

GPR0 – GPR31 

temp 

stack 

frame 

Argument Data 

TW (trap) 

Back Chain 

PC when 

attaching 

to thread  

… 

Inter-Process 

Procedure 

blr 

PC 
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Dynamic Tracing technique on Linux with ptrace 

 Inter-process Procedure Call using ptrace (used in all 3 stages) 

Saved LR 

Back Chain 

Thread Stack 

high addr 

low addr 

stack grow 

direction 

Back Chain = 0 

SP 

Saved LR 

text 

instruction 

instruction 

instruction 

instruction 

instruction 

Saved  Reg (heap) 

PC 

LR 

CR 

SP 

GPR0 – GPR31 

Argument Data 

TW (trap) 

Back Chain 

temp 

stack 

frame 
Jump 

to a trap  

instruction 

Inter-

process 

procedure 

call stack 

frame 

Saved LR 

Back Chain 

PC when 

attaching 

to thread  

Thread 

resumes 

execution 

… 

Inter-Process 

Procedure 

blr 



Copyright © Ciena Corporation 2016. All rights reserved. 25 

Dynamic Tracing technique on Linux with ptrace 

 Tracepoint Installation (2nd stage) 

•

•

bash-4.1# cat /proc/3550/maps 

00100000-00102000 r-xp 00000000 00:00 0          [vdso] 

0f9c0000-0fb34000 r-xp 00000000 08:01 428263     /lib/libc-2.14.1.so 

0fb34000-0fb43000 ---p 00174000 08:01 428263     /lib/libc-2.14.1.so 

0fb43000-0fb45000 r--p 00173000 08:01 428263     /lib/libc-2.14.1.so 

0fb45000-0fb48000 rwxp 00175000 08:01 428263     /lib/libc-2.14.1.so 

0fb48000-0fb4b000 rwxp 00000000 00:00 0  

0fb5b000-0fb74000 r-xp 00000000 08:01 428349     /lib/libgcc_s.so.1 

... 

0ff2e000-0ff2f000 r--p 0000a000 08:01 251006     /usr/lib/libmemTrace.so 

0ff2f000-0ff30000 rwxp 0000b000 08:01 251006     /usr/lib/libmemTrace.so 

0ff30000-0fff0000 rwxp 00000000 00:00 0  

*** unreseved memory *** 

10000000-10342000 r-xp 00000000 08:01 10386      bin/bbb-xc 

10351000-103a9000 rwxp 00341000 08:01 10386      bin/bbb-xc 

103a9000-105ab000 rwxp 00000000 00:00 0          [heap] 

*** unreseved memory *** 

48000000-4801f000 r-xp 00000000 08:01 428346     /lib/ld-2.14.1.so 
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Dynamic Tracing technique on Linux with ptrace  

 Enabling Instrumentation (3rd stage) 

bash-4.1# ls /proc/3550/task  

3550  3765  3767  3769  3771  3774  3776  3778  3780  3782  4026  4028  4030 

3567  3766  3768  3770  3772  3775  3777  3779  3781  3783  4027  4029  6910 
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Dynamic Tracing technique used 

on Linux with LTTng 
2nd approach based on the DyninstAPI library 

Tracing Summit 2016 
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Dynamic Tracing technique on Linux with Dyninst 

Process 

th
re

a
d

 

th
re

a
d

 

th
re
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d

 

Process binary file Custom Utility for 

Dynamic Tracing  

--- 

Based on 

DyninstAPI 
Process Code in 

text segment 
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Dynamic Tracing technique on Linux with Dyninst 

Sequence of steps to enable tracing using DyninstAPI 

1. Load shared libraries 

• liblttng-ust-cyg-profile.so 

• cyg_profile_func_enter 

• cyg_profile_func_exit 

• liblttng-ctl.so 

• lttng_start_tracing 

• lttng_stop_tracing 

• our_utility_shared_lib.so 

• Entry function to invoke cyg_profile_func_enter 

• Exit function to invoke cyg_profile_func_exit 

• Additional control is added to enable / disable tracing 

on demand

Process 

th
re

a
d

 

th
re

a
d

 

th
re

a
d

 

Process binary file 

cyg_profile_func_enter 

cyg_profile_func_exit 

liblttng-ust-cyg-profile.so 

lttng_start_tracing 

lttng_stop_tracing 

liblttng-ctl.so 

Custom Utility for 

Dynamic Tracing  

--- 

Based on 

DyninstAPI 

our_utility_shared_lib.so 

func_enter() 

   if(enable tracing) 

        lttng_start_tracing 

   if(tracing) 

        cyg_profile_func_enter  

func_exit() 

   if(tracing) 

  cyg_profile_func_exit 

   if(tracing) 

        lttng_stop_tracing 

Process Code in 

text segment 

http://www.paradyn.org/html/manuals.html
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Dynamic Tracing technique on Linux with Dyninst 

DyninstAPI

Process 

th
re

a
d

 

th
re

a
d

 

th
re

a
d

 

Process binary file 

cyg_profile_func_enter 

cyg_profile_func_exit 

liblttng-ust-cyg-profile.so 

lttng_start_tracing 

lttng_stop_tracing 

liblttng-ctl.so 

Custom Utility for 

Dynamic Tracing  

--- 

Based on 

DyninstAPI 

our_utility_shared_lib.so 

func_enter() 

   if(enable tracing) 

        lttng_start_tracing 

   if(tracing) 

        cyg_profile_func_enter  

func_exit() 

   if(tracing) 

  cyg_profile_func_exit 

   if(tracing) 

        lttng_stop_tracing 

Process Code in 

text segment 

Debug Data 

---- 

Dwarf file 

generated from the 

process binary file 

Function A’ - instrumented 

Entry 

Exit 

Entry snippet 

Exit snippet 

Attach 

Function A 

Entry 

Exit 

http://www.paradyn.org/html/manuals.html
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Dynamic Tracing technique used 

on VxWorks  

Tracing Summit 2016 
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Dynamic Tracing technique used on VxWorks  

•

•

•

text 
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… 

bl (to B) 

… 

blr 

 

… 

blrl(to A) 

… 

blr 

… 

blrl(to A) 

bla (to C) 

… 

blr 
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Dynamic Tracing technique used on VxWorks  

•

•

•

•
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We now enable tracing 
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Dynamic Tracing technique used on VxWorks  

•

•

•

•

•

text 

F
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n
c
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… 

bl (to B) 

… 

blr 

 

… 

blrl(to A) 

… 

blr 

… 

blrl(to A) 

bla (to C) 

… 

blr 

heap 

S
p
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 B
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rd

 

exception table 

ISI Exception 
Our Tracing 

Code 

b (to A) 

b (to B) 

b (to C) bla(to SB[B]) 

bla(to SB[C]) 
Program 

Exception 
Our Tracing 

Code 

bad instruction 

bad instruction 

bad instruction 

bad instruction 



Copyright © Ciena Corporation 2016. All rights reserved. 35 

Dynamic Instrumentation using 

GDB with LTTng 

Tracing Summit 2016 
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•

•

https://suchakra.wordpress.com/2016/06/29/fast-tracing-with-gdb/

http://www.slideshare.net/marckhouzam/gcc-summit2010-tmf

http://git.lttng.org/?p=lttv.git;a=blob_plain;f=doc/developer/ust.html

•

https://suchakra.wordpress.com/2016/06/29/fast-tracing-with-gdb/
https://suchakra.wordpress.com/2016/06/29/fast-tracing-with-gdb/
https://suchakra.wordpress.com/2016/06/29/fast-tracing-with-gdb/
https://suchakra.wordpress.com/2016/06/29/fast-tracing-with-gdb/
https://suchakra.wordpress.com/2016/06/29/fast-tracing-with-gdb/
https://suchakra.wordpress.com/2016/06/29/fast-tracing-with-gdb/
https://suchakra.wordpress.com/2016/06/29/fast-tracing-with-gdb/
https://suchakra.wordpress.com/2016/06/29/fast-tracing-with-gdb/
http://www.slideshare.net/marckhouzam/gcc-summit2010-tmf
http://www.slideshare.net/marckhouzam/gcc-summit2010-tmf
http://www.slideshare.net/marckhouzam/gcc-summit2010-tmf
http://www.slideshare.net/marckhouzam/gcc-summit2010-tmf
http://www.slideshare.net/marckhouzam/gcc-summit2010-tmf
http://www.slideshare.net/marckhouzam/gcc-summit2010-tmf
http://git.lttng.org/?p=lttv.git;a=blob_plain;f=doc/developer/ust.html
http://git.lttng.org/?p=lttv.git;a=blob_plain;f=doc/developer/ust.html
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Comparative Slides 

Tracing Summit 2016 
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Comparative Slides -  
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Comparative Slides - 
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Comparative Slides - 

 

http://www.paradyn.org

http://www.paradyn.org/
http://www.paradyn.org/
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Comparative Slides - 
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Backup slides 

Tracing Summit 2016 
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Dynamic Tracing technique on Linux with ptrace 

 Inter-process Procedure Call using ptrace (used in all 3 stages) x86 
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ExitTrcFuncEpilogue: 

 

lis %r5,  a.h 

ori %r5, %r5, a.l 

lis %r6,  x.h 

ori %r6, %r6, x.l 

lis %r0,  z.h 

ori %r0, %r0, z.l 

mtctr %r0 

bctr 

Dynamic Tracing technique on Linux with ptrace 

 Autonomously Produced Tracepoint (2nd stage)   PowerPC 

Entry Tracepoint Function 

EntryTrcFuncPrologue: 

 

stwu %r1, -80(%r1) 

stw %r0,   8(%r1) 

mflr %r0 

stw %r0,  12(%r1) 

mfcr %r0 

stw %r0,  16(%r1) 

mfxer %r0 

stw %r0,  20(%r1) 

stw %r0,  24(%r1) 

stw %r2,  28(%r1) 

stw %r3,  32(%r1) 

... 

stw %r14, 76(%r1) 

bl 4 

mflr %r0 

stw %r0,   4(%r1) 

 

lis %r3,  a.h 

ori %r3, %r3, a.l 

lis %r4,  x.h 

ori %r4, %r4, x.l 

lis %r5,  y.h 

ori %r5, %r5, y.l 

mtlr %r5 

blrl   (*) 

EntryTrcFuncEpilogue: 

 

lwz %r14, 76(%r1) 

... 

lwz %r0,  24(%r1) 

mtctr %r0 

lwz %r0,  20(%r1) 

mtxer %r0 

lwz %r0,  16(%r1) 

mtcr %r0 

lwz %r0,  12(%r1) 

mtlr %r0 

lwz %r0,   8(%r1) 

addi %r1, %r1, 80 

 

 

 

 

 

 

Branch back to next 

instruction in function 

Instruction previously 

replaced by branch to 

wrapper 
Global Trace Data  

(about the LTTng trace) 

Entry Tracepoint “C” Routine 

Exit Tracepoint “C” Routine 

blr 

blr 

Exit Tracepoint Function 

x 

y 

z 

(*) next instruction is beginning of EntryTrcFuncEpilogue 
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Dynamic Tracing technique on Linux with ptrace 

 Autonomously Produced Tracepoint (2nd stage)   x86 


